Leyla Keser BERBER
Ayca ATABEY

FIGHTING AGAINST ALL ODDS:
A POLICY ROADMAP TO COMBAT
ONLINE CHILD SEXUAL ABUSE
IN TURKEY

onikilevha



Table of Contents

Table Of CONLENLS wevvvvreeereeieeietsteeee i eitstssestestssssssssssssssssessasssssssesenssssensssneaes XI

TtTOUCHION 1ottt ettt s sest s ese st sssse e et ssssesestssssssesesssane 1

Methodology ... s saaans 6

Scope and ODJECIVES ......cuiuiieciiiiiiiiiscii s sssssssssssssseens 9
CHAPTERI

Challenges faced: Understanding and
Addressing Online Child Sexual Abuse and

Exploitation
1. Terminology and SEMANtiCS......cocuurureruuiimciuiincisiississssssiscsssssessses 11
A. Definition of ‘Child’ and ‘Child Abuse.........ccocoeumeiverriunsiureinncnnnes 13
B. Whatis Online Child Sexual Abuse and Exploitation?................. 20
2. Different Forms: Online & Offline Intersection........cccecceeeuvevunnnen. 23
3. The Impact of Online Sexual Abuse on Children......c.ccooceoveevevrevncnenee 33

4. Addressing the Issues with the Terminology .........cccccoueuniiunciunciincinnnce 41



XII

CHAPTERII
A Comparative Analysis of National and
International Approaches

1. National approaches adopted by different jurisdictions.........cccuuc... 51
AL AUSETAlIA ettt s st 52
Bl AUSEIIA i eeaseses s s s s sseaes e s s st seas 60
C. GeIMANY ottt ss s s sns s i 68
D. CRINA it sesss st sssssssssssssssssssssssssssssssssssssssssns 80
E. Netherlands.......cconineineinenieeiseiseeseeseiseisssssessessessessssssenns 85
o SWEAEN ettt s ssesssasaassnes 94
G. United Kingdom......ccccvvuririninririsscisissiscsissssessssssans 102
H. U S sttt ettt ettt s s nenas 150
2. Supranational and International Approaches........ccoccvvvuvciunnrinnciunncs 156
3. Emerging Challenges and Trends.......ccccooccruviericinnrincinciiecincnannns 166
A. Common Challenges and Increasing Concerns ..........cccoeeuueuuneee 166
B, COVID 19 ieieieineinesseisieeessessessesseas e ssessesssssassssssssssssssasens 174
C. Blockchain and Trust....cccceeeueeeeeeersersirerseensesessssssssssssesssssssssssssssssens 176
CHAPTERIII
Combating Against Online Child Abuse in
Turkey
The Elephant in the Room: StatisticS.......cveuruerueruneimerisereessnnnnne 182
2. Legal FrameworK........oiiiiciiicicciicissinsinsssssssesssssssessns 194
A. International Legal INStruments..........cocceecuveiuneimeiuncinncsuscisenanns 194
B. National Legislation ... 211
C. International conVeNntions/treaties.....oooeeeeeereeeeeeereresreerererssseens 222
3. Governments and Intergovernmental Organizations ..........ccc.ceeeue... 222
4. Law Enforcement and Judicial Bodies.....cocoeeueemerereueuecmneereeeceecnenns 242
5. Non-Governmental Organisations..........eicrieiiscisesuncinne. 252



6. Private SECTOT ..ottt seaees 253
7o ACAACINIA cceueueieiereeeeeieeetseie ettt esse bt ses s es s s sasnaes 263
8. The Need to RaiSe AWATENESS.....cuvrerreurrereesesissssesessesssssssssssssssssssssssnes 264
CONCIUSION ottt s ssesse s ssssseassassassasses 275

Annex: Comparative Table of the Lanzarote Convention and
the Turkish Penal Code ... 279

Bibliography......ccueciuiinimiiiiiiciie s ssaens 289



